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vkèkqfud iqLrdky;ksa esa lkbcj lqj{kk vkSj MsVk xksiuh;rk: fMftVy y‚x ,oa ikBd MsVk çcaèku dk ,d 

fo'ys"k.kkRed vè;;u 

jathr dqekj xzaFkiky 

'kkl-,l-,u-th-egkfo|ky; eqaxsyh, NÙkhlx<+, Hkkjr 
 

 

 

 

lkjka'k 

lwpuk vkSj lapkj çkS|ksfxdh ¼ICT½ ds çlkj us ikjaifjd iqLrdky;ksa dks ,dh—r fMftVy lwpuk dsaæksa esa cny fn;k gSA vkt 

iqLrdky; dsoy iqLrdksa ds HkkSfrd vknku&çnku rd lhfer ugha gSa] cfYd os cM+s iSekus ij fMftVy y‚x ¼Digital Logs½] osc 

lpZ fgLVªh] bZ&lalkèku ,Dlsl fjd‚MZ vkSj ikBdksa ds O;fäxr MsVk ¼Patron Data½ dk çcaèku djrs gSaA ;g MsVk tgk¡ iqLrdky; 

dh lsokvksa dks csgrj cukus esa lgk;d gS] ogha ;g lkbcj vijkfèk;ksa ds fy, Hkh ,d laosnu'khy y{; cu pqdk gSA çLrqr 'kksèk i= 

vkèkqfud iqLrdky;ksa esa fMftVy y‚x vkSj ikBd MsVk ds çcaèku ls tqM+h lkbcj lqj{kk pqukSfr;ksa dk fo'ys"k.k djrk gSA blds 

lkFk gh] ;g 'kksèk i= Hkkjr ds 'fMftVy O;fäxr MsVk laj{k.k vfèkfu;e ¼DPDP Act] 2023½' ds lanHkZ esa iqLrdky;ksa dh dkuwuh 

vkSj uSfrd ftEesnkfj;ksa dh leh{kk djrs gq, lqj{kk ds rduhdh ,oa uhfrxr lekèkku çLrkfor djrk gSA 

 

ewy 'kCn: lkbcj lqj{kk] MsVk xksiuh;rk] fMftVy y‚x] ikBd MsVk ¼Patron Data½] iqLrdky; çcaèku ç.kkyh ¼LMS½] DPDP 

vfèkfu;e 2023A 

çLrkouk 

,sfrgkfld :i ls] iqLrdky;ksa us ges'kk ikBdksa dh ckSf)d 

Lora=rk ¼Intellectual Freedom½ vkSj xksiuh;rk dh j{kk dh 

gSA ikjaifjd ;qx esa] ikBd us dkSu lh iqLrd i<+h ;k [kksth] 

bldk fjd‚MZ jftLVj rd gh lhfer jgrk FkkA ysfdu vkt 

ds fMftVy ;qx esa] tc dksbZ ikBd iqLrdky; dh osclkbV] 

okbZ&QkbZ ¼Wi&Fi½] vksisd ¼OPAC½] ;k DykmM&vkèkkfjr 

ykbczsjh eSustesaV flLVe ¼LMS½ dk mi;ksx djrk gS] rks 

mlds gj dne dk ,d fMftVy infpà ¼Digital Footprint½ 

;k y‚x ¼Log½ curk gSA 

;g fMftVy y‚x u dsoy ;g crkrk gS fd ikBd D;k i<+ 

jgk gS] cfYd mldh vkbZih ,Mªsl ¼IP Address½] fMokbl dh 

tkudkjh] vkSj y‚x&bu le; tSlh laosnu'khy tkudkfj;ksa 

dks Hkh lgstrk gSA ;fn ;g MsVk lqjf{kr ugha gS] rks ;g 

ikBdksa dh futrk ds vfèkdkj dk lhèkk mYya?ku gSA blfy,] 

iqLrdky;ksa ds fy, 'lkbcj lqj{kk' vkSj 'MsVk xksiuh;rk' vc 

oSdfYid ugha] cfYd vfuok;Z ifjpkyu vko';drk cu xbZ 

gSA 

 

iqLrdky;ksa }kjk çcafèkr fMftVy MsVk ds çdkj ¼Types of 

Digital Data Managed by Libraries½ 

iqLrdky; eq[; :i ls nks çdkj ds laosnu'khy MsVk dk 

ladyu vkSj çlaLdj.k ¼Processing½ djrs gSa 

1. ikBd MsVk ¼Patron Data½: blesa ikBd dk uke] 

vkèkkj@igpku i= la[;k] bZesy vkbZMh] Qksu uacj] ?kj 

dk irk] vkSj foÙkh; ysunsu ¼tqekZuk ;k lnL;rk 'kqYd 

dk v‚uykbu Hkqxrku½ dh tkudkjh 'kkfey gksrh gSA 

 

2. fMftVy vkSj ifjpkyu y‚x ¼Digital & Operational 

Logs½ 

▪ lpZ y‚x ¼Search Logs½: vksisd ¼OPAC½ ;k fMLdojh 

VwYl ij ikBdksa }kjk [kksts x, dhoMZA 

 

▪ ,Dlsl y‚x ¼Access Logs½: bZ&cqDl] v‚uykbu tuZYl 

vkSj MsVkcsl ¼tSls& Scopus, IEEE½ dks ,Dlsl djus dk 

le; vkSj vkbZih ,MªslA 

 

▪ usVodZ y‚x ¼Network Logs½: iqLrdky; ds Ýh 

okbZ&QkbZ ;k daI;wVj ySc dk mi;ksx djus okys 

mi;ksxdrkZvksa dk VªSfQd MsVkA 

 

çeq[k lkbcj lqj{kk pqukSfr;k¡ vkSj [krjs ¼Major Cyber 

security Challenges and Threats½ 

1. jSuleos;j vkSj eSyos;j geys ¼Ransom ware and 

Malware Attacks½ 

gky ds o"kksZa esa 'kS{kf.kd vkSj lkoZtfud iqLrdky;ksa ds loZjksa 

ij jSuleos;j geys rsth ls c<+s gSaA gSdlZ iqLrdky; ds loZj 

vkSj fMftVy y‚Xl dks ,fUØIV ¼y‚d½ dj nsrs gSa vkSj MsVk 

okil djus ds cnys eksVh fQjkSrh dh ekax djrs gSaA blls 

iqLrdky; dh lsok,a g¶rksa rd Bi gks tkrh gSaA 

 

2. FkMZ&ikVÊ osaMj vkSj çdk'kd ¼Third&Party Vendors 

Risk½ 

vfèkdka'k iqLrdky; bZ&lalkèkuksa ds fy, ckgjh çdk'kdksa 

¼tSls& Elsevier, Springer½ vkSj l‚¶Vos;j çnkrkvksa ij fuHkZj 

gSaA ;fn bu FkMZ&ikVÊ osaMlZ ds flLVe esa lqj{kk pwd gksrh gS] 

rks iqLrdky; ds ikBdksa dk MsVk Hkh lhèks [krjs esa iM+ tkrk 

gSA vDlj ;s osaMj yf{kr foKkiuksa ¼Targeted Ads½ ds fy, 

ikBdksa ds i<+us dh vknrksa dk MsVk VªSd djrs gSaA 

 

3. vlqjf{kr okbZ&QkbZ vkSj usVodZ ¼Unsecured Wi&Fi 

Networks½ 

iqLrdky;ksa esa vkus okys mi;ksxdrkZ vDlj ogka ds [kqys vkSj 

eq¶r okbZ&QkbZ usVodZ dk mi;ksx djrs gSaA lqj{kk çksVksd‚y 
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¼tSls WPA3½ u gksus ij lkbcj vijkèkh 'eSu&bu&n&feMy 

¼MitM½' geyksa ds tfj, mi;ksxdrkZvksa ds midj.kksa esa lsaèk 

yxk ldrs gSa vkSj muds MsVk y‚x pqjk ldrs gSaA 

 

fofu;ked <kapk: Hkkjr dk DPDP vfèkfu;e] 2023 vkSj 

iqLrdky; 

Hkkjr ljdkj }kjk ikfjr'fMftVy O;fäxr MsVk laj{k.k 

vfèkfu;e] 2023 ¼DPDP Act 2023½'ds ckn vc iqLrdky;ksa dh 

dkuwuh ftEesnkjh vR;fèkd c<+ xbZ gSA bl dkuwu ds rgr 

iqLrdky;ksa dks 'MsVk fQMîwf'k;jh ¼Data Fiduciary½' ekuk 

tk,xkA iqLrdky;ksa dks vc fuEufyf[kr fu;eksa dk ikyu 

djuk vfuok;Z gS 

▪ Li"V lgefr ¼Notice & Consent½: fdlh Hkh ikBd dk 

MsVk ;k fMftVy y‚x lgstus ls igys mls ljy Hkk"kk 

¼fganh@vaxzsth ;k {ks=h; Hkk"kk½ esa crkuk gksxk fd MsVk 

D;ksa fy;k tk jgk gSA 

 

▪ MsVk U;wuhdj.k ¼Data Minimization½: iqLrdky; dsoy 

mruk gh MsVk ,d= dj ldrs gSa tks mudh lsokvksa ds 

fy, vR;ar vko';d gksA vuko';d fMftVy y‚Xl dks 

yacs le; rd LVksj ugha fd;k tk ldrkA 

 

▪ feVkus dk vfèkdkj ¼Right to Erasure½: ;fn dksbZ ikBd 

iqLrdky; dh lnL;rk NksM+rk gS] rks iqLrdky; dks 

mldk lkjk O;fäxr MsVk vkSj fMftVy y‚x LFkk;h :i 

ls gVkuk gksxkA 

 

lqj{kk vkSj xksiuh;rk lqfuf'pr djus ds mik; ¼Solutions 

and Mitigation Strategies½ 

1. rduhdh lekèkku ¼Technical Solutions½ 

▪ MsVk ,fUØI'ku ¼Encryption½: loZj vkSj MsVkcsl esa 

laxzghr lHkh ikBd MsVk dks ',bZ,l&256 ¼AES&256½' 

tSls etcwr ,fUØI'ku ekudksa ds lkFk lqjf{kr fd;k tkuk 

pkfg,A 

 

▪ y‚x vukferhdj.k ¼Log Anonymization½: flLVe 

,MfefuLVªsVj dks lpZ vkSj ,Dlsl y‚Xl ls ikBdksa dh 

O;fäxr igpku ¼tSls uke ;k jksy uacj½ dks vyx dj 

nsuk pkfg,] rkfd MsVk yhd gksus ij Hkh ;g irk u pys 

fd og fdl fof'k"V O;fä dk gSA 

 

▪ cgq&Lrjh; çek.khdj.k ¼Multi&Factor Authentication 

& MFA½: iqLrdky; ds deZpkfj;ksa vkSj ,MfefuLVªsVj ds 

[kkrksa ds fy, MFA vfuok;Z gksuk pkfg, rkfd vufèk—r 

igqap dks jksdk tk ldsA 

 

2. ç'kklfud vkSj uhfrxr lekèkku ¼Administrative 

Policies½ 

▪ MsVk çfrèkkj.k uhfr ¼Data Retention Policy½: 

iqLrdky;ksa dks ,d l[r uhfr cukuh pkfg, ftlds rgr 

okbZ&QkbZ y‚x vkSj lpZ y‚x dks ,d fuf'pr le; ¼tSls 

30 ;k 90 fnu½ ds ckn Lopkfyr :i ls u"V 

¼Auto&delete½ dj fn;k tk,A 

 

▪ fu;fer lqj{kk v‚fMV ¼VAPT½: iqLrdky; ds fMftVy 

cqfu;knh <kaps dk o"kZ esa de ls de ,d ckj 

'oyujsfcfyVh vlslesaV ,aM isfuVªs'ku VsfLVax ¼VAPT½' 

djk;k tkuk pkfg,A 

 

▪ fMftVy lk{kjrk vfHk;ku: ikBdksa vkSj iqLrdky; dfeZ;ksa 

dks 'lkbcj gkbthu' ¼tSls etcwr ikloMZ cukuk] fQ+f'kax 

bZesy ls cpuk½ ds ckjs esa f'kf{kr fd;k tkuk pkfg,A 

 

fu"d"kZ  

fMftVy ;qx esa iqLrdky;ksa dk nkf;Ro dsoy Kku dk çlkj 

djuk ugha] cfYd ml Kku dks çkIr djus okys ikBdksa dh 

fMftVy lqj{kk djuk Hkh gSA O;kid fMftVy y‚x vkSj 

laosnu'khy ikBd MsVk dk çcaèku djus ds fy, iqLrdky;ksa 

dks viuh ikjaifjd ekufldrk ls ckgj fudydj mUur 

lkbcj lqj{kk rduhdksa dks viukuk gksxkA Hkkjr ds DPDP 

vfèkfu;e 2023 tSls dM+s dkuwuksa ds ykxw gksus ds ckn] MsVk 

xksiuh;rk dk mYya?ku iqLrdky;ksa ds fy, xaHkhj dkuwuh vkSj 

foÙkh; ladV iSnk dj ldrk gSA vr% ,d etcwr rduhdh 

lqj{kk pØ vkSj ikjn'kÊ xksiuh;rk uhfr dks ykxw djds gh 

iqLrdky; vkèkqfud lekt esa ,d lqjf{kr] fo”oluh; vkSj 

yksdrkaf=d laLFkku ds :i esa viuh igpku cuk, j[k ldrs 

gSaA 

 

lanHkZ 

1. Hkkjr ljdkj- ¼2023½-fMftVy O;fäxr MsVk laj{k.k 

vfèkfu;e ¼DPDP Act½] 2023- bysDVª‚fuDl vkSj lwpuk 

çkS|ksfxdh ea=ky;A 

2. baVjus'kuy QsMjs'ku v‚Q ykbczsjh ,lksfl,'kal ,aM 

baLVhVîw'kal ¼IFLA½- ¼2025½-LVsVesaV v‚u ykbczsjh çkboslh 

,aM MsVk çksVsD'ku bu n fMftVy ,jk- 

3. dqekj] vkj-] ,oa flag] ih- ¼2026½- Hkkjrh; 'kS{kf.kd 

iqLrdky;ksa esa DykmM daI;wfVax vkSj lkbcj lqj{kk 

pqukSfr;k¡AtuZy v‚Q ykbczsjh ,aM baQ‚eZs'ku VsDuksy‚th] 

46¼1½] 34&45A 

4. vesfjdu ykbczsjh ,lksfl,'ku ¼ALA½- ¼2024½-çkboslh 

QhYM xkbM Q‚j ykbczsjh ,MfefuLVªsVlZ- 


